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BY THE END OF THIS
MASTERCLASS...

Debunk myths about scams

Understand the type of scams

Preventing scams

Uncover scammer techniques

Effects of scamming

Where scams exist

Process after being scammed



FIRST: WHAT EVEN IS A SCAM

According to the Oxford Dictionary...

“Dishonest scheme to gain
money or possesions from
someone fradulenty...ˮ

Online scams have been
dominating the social world,
including in the art industry.



DEBUNKING MYTHS

MYTH: Art scams are done by technological geniuses 
>Scammers can be ordinary people

MYTH: Scams = taking over your computer/identity in grand scheme
>Motive is often just money

MYTH: Art scams are rare
>Incredibly common

MYTH: Art scams are obvious to spot
>Many scammers are great at what they do



DEBUNKING MYTHS CONT.

MYTH: Scammers only target people with a large following/money
>Scammers LOVE creators w/ small following

MYTH: If I get scammed, thereʼs nothing I can do
>There are channels to report/compensate

MYTH: Being scammed implies weakness
>Not a reflection of you

MYTH: Scams are so savvy, thereʼs nothing I can do to prevent scams
>Knowledge, caution, and digital literacy



Debunking these
myths helps
understand how
scams truly work,
and how to avoid
them.

DIGITAL LITERACY



TYPES OF SCAMS
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1.Forgery: 

The act of selling “authenticˮ work that isnʼt real

Scammers may create fake art to replicate someone else, put fake
signature, or claim a piece is by a famous artist

One of the biggest scams in the art world



TYPES OF SCAMS
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2.Fake artist: 

Claim they can sell you art that doesnʼt exist

You pay for the piece, and it never delivers to you

Scammers often block you or delete account afterwards



TYPES OF SCAMS
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3.Pricing Scams

Scammers sells you a real piece, but way overpriced

Or, may tell you one price, and charge you more (bait and switch)

Or, charge on a secretive subscription-based foundation



TYPES OF SCAMS
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4.Fake Buyers

Scammers make you an offer to buy your art

May then claim your art as their own

Or, may send you payment link that gives them your bank info



TYPES OF SCAMS
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5.Commission Scams

Scammers send you photos they want you to draw/paint

Similar to before, will then send you fake bank link

They get your bank login, and take your money



TYPES OF SCAMS
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6.Fake Employers

Claiming to offer you a job in gallery, office, organization

Hire you on the spot

May make you purchase or give you fake check for supplies



TYPES OF SCAMS
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6.Phishing

Appears to be known artist or from legit company/org

Claims to want to exhibit your artwork, collab, etc.

Results in payments (even if made knowingly) that leads to nothing as
promised



TYPES OF SCAMS
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7.Social Media Promoters

Claims to be part of social media strategy company

Promises to increase your following and engagement for money

Company is a sham. No actual promotion/engagement occurs



TYPES OF SCAMS
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8.Social Media “Bloggersˮ

Claims to be some large account that will mention you for a price

Their “large followingˮ is fake; bot accounts

Zero gain for you



TYPES OF SCAMS
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9.Recovery Scam

Happens after actually being scammed

Fake company claims they can help recover damage

Results in more loss of money



TYPES OF SCAMS
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BONUS: Crypto Scams

Not necessarily art-related, but relevant

Claims to triple an investment you make

Blocks you after you make investment



TYPES OF SCAMS

BONUS: Friend Scam

Not necessarily art-related, but relevant

Claims to be a friend you know that needs help logging in account

Sends you fraud link. Once you login, they have your account
information



TECHNIQUES SCAMMERS USE

Positive Emotions: Compliment-bombing, intimacy, inclusivity

Fear: Claiming they have private photos, threats, copyright
>Extortion videos, sextortion videos

AI: Deepfakes, pretending to be family, friends, etc.

Pressure: “Hurry up!ˮ “I donʼt want to be scammedˮ

Psychology: Reward System, manipulation, dopamine rush

Vulnerability Detection: Using age, experience, low-following count



EFFECTS OF SCAMMING

Time wasted

Stolen identity, privacy
violations

Stolen Art

Mental Health

Stolen money



WHERE ARE THESE SCAMS?

Everywhere!

Instagram

Facebook

Tiktok

Linkedin

Even video games!

Dating Sites

Personal & Pro Emails

Phone calls

E-commerce Shops



*Caution: Although not a scam, whenever
you make payments for site fees, websites,

etc., beware of auto payments!



TIPS FOR SPOTTING SCAMS

Check location

If itʼs through Instagram...

Account creation date

Are comments turned off?

Followers? Bots? Locked acct?



TIPS FOR SPOTTING SCAMS

Verify email address

If itʼs through Email...

Verify company through google search

Was it sent to others?

Was it addressed to you? DO NOT CLICK ANY LINKS!



TIPS FOR SPOTTING SCAMS

If they are asking to chat through WhatsApp, Telegram...

SCAM!

If they try to get you off the original platform they met you on...



TIPS FOR SPOTTING SCAMS

If language is generic, lacks personability...

SCAM!

If they ask for private information...



TIPS FOR SPOTTING SCAMS

If they shower you with compliments, praise... 

SCAM!

If they rush you, force you to make quick decision...

If they are hostile, rude, annoyed...



TIPS FOR SPOTTING SCAMS

If it seems too good to be true...

It is!



WHAT TO DO IF YOU WERE SCAMMED
Do NOT send anything more out of fear/promises of money back

Take screenshots of everything and write report

Contact bank ASAP

File complaint w/ IC3 and ReportFraud.ftc.gov

Change passwords, remove card, secure info

Report to local authorities

Report on platform scam happened

Report to scammerʼs countryʼs system if known



PRACTICE

The following are real-life examples of scammy
messages, offers, and patterns...



EXAMPLE 1



Not addressed to me

Generic message



Account says Tuscon, AR

Superficial photos

Arizona is AZ not AR



Letʼs see real location

Click three dots



“About this Accountˮ



Located in India





EXAMPLE 2



Instagram DM

Greeting

Heart?



More generic photos

Weird username



Location says Thailand

Despite photos clearly
portraying differently



*BONUS

Letʼs take a
photo from this
account



We can use Google Reverse Image
Search tool to see if it really is hers



Go to Google

Search by Image

Upload the Image



The same exact photo appears on
Reddit







EXAMPLE 3



Highly legit-looking email Not addressed to me

Sent from Gmail (Red Flag)



Google search shows sheʼs
a legit artist



Instagram page

Does not follow me

No reference anywhere to the
email address sent to me
anywhere



Found the “König Galerie the email
referred to



The website spells it “Königˮ





The website spells it “Königˮ

The email spells it “Koenigˮ





EXAMPLE 4



Another decent email Still not directly addressed to me

Sent from a Gmail address (red flag)



Legit artist via Google search



His legit portflio site



Letʼs click on his contact page



His legit contact page shows
his email to be
info@stefanbruggemann.com



The email that was sent to me was steffanbruggemann@gmail.com

Not identical to info@stefanbruggemann.com





EXAMPLE 5



Facebook Message

Picture and name blurred because
the account itself seems legit

Never said I was selling this piece

A common tactic

Most likely a hacked account





RECAP

Scams are common, and everyone is at risk

Many different types of scams

What to do if scammed

Scammers use variety of techniques

Scamming can have serious effects

Ways to spot scams



SCAMMED NO MORE
We understand scams can be difficult to identify

That is why Creative Consulting is here. Book
now if you are given an offer/message and want
to get a professional opinion on the validity of it

www.CreativeConsultingny.com/consulting



THANK YOU
CreativeConsultingNY.com

CreativeConsultingny

info@creativeconsultingny.com


